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safeguarding team.

Mrs Clair Veli

Designated Safeguarding Lead (DSL)

Miss Rachel Carroll
Deputy Designated Safeguarding

Lead (DDSL)

Ms Zoe Virgin
Family Support Worker (FSW)

& Attendance Officer

Mrs Kirstin Eccles

Mental Health Lead

Telephone: 01242 216180

Email: reception@belmont.sandmat.uk

Safeguarding Newsletter 3

o

Audio

version:

Dear Parents and Carers,

Welcome to the November edition of the Belmont School Safe-

guarding Newsletter!

As Christmas approaches, many families feel the extra stress and
pressure of gift shopping, especially in light of the ongoing cost of
living challenges. To help, this month’s newsletter focuses on crea-

tive and budget-friendly ways to celebrate the festive season.

The holidays are also a time when children often receive exciting
new gadgets like smartphones or gaming consoles. While these can
provide hours of enjoyment, they also come with potential risks.
To help your child stay safe online, we've included a selection of
helpful parent guides in this newsletter. These guides cover key

topics, including:

e Understanding age ratings and what they mean

e Platforms and apps such as:

0 YouTube (13+) and YouTube Kids (4+)

0 Minecraft (10+), Roblox (13+), and Fortnite Battle Royale
(13+)

0 WhatsApp (16+), TikTok (13+), and Instagram (13+)

e General online safety tips for children

I hope you find these resources useful. If you'd like additional in-

formation or support with online safety, please don't hesitate to

reach out via email. 1 o) wing policies have been updated: Safe-

guarding; Attendance; Relationships & Behav-
iour

You can access them here: Policies & Procedures -

Belmont School

Assistant Headteacher & Designated Safeguarding Lead

belmont.sandmat.uk



https://belmont.sandmat.uk/policies-procedures/
https://belmont.sandmat.uk/policies-procedures/
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I'm worried I can't manage the cost of
Christmas

With Christmas just around the corner and the ongoing cost of living crisis, many families are

searching for more affordable ways to celebrate.

Teaming up with friends and family can be a great way to share expenses and reduce costs. If

you're still finding it difficult, there are resources and support available to help.

Be honest about your money struggles

If you can, talk to friends and family honestly about your money worries. They might be
dealing with the same issues, and talking about it together can help everyone.

Let people know you can’t afford extravagant Christmas food and gifts, and suggest ways to
join forces, like:

e Secret Santa: If you have a circle of friends or family who you'd like to buy for,
suggest a Secret Santa. That means each person only buys one present.

e Spending limits: Agree a limit of how much everyone spends on presents. That helps
take out the guesswork and makes things less stressful.

e Clothing swaps and toy swaps: Pass on toys your children have outgrown or clothes
you never wear. This means everyone gets something that’s new to them.

e Pot luck dinners: If you're hosting people on Christmas Day or having a party, ask eve-
ryone to bring a dish. This spreads both the cost and the stress of cooking.

Talking about money is hard, especially when
you already have stressful family relationships.
It can help to remember that cutting down on
unnecessary presents and food waste is also
more sustainable for the planet. You can focus
on the environmental benefits when that feels
easier.

Telephone: 01242 216180 Email: reception@belmont.sandmat.uk belmont.sandmat.uk
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Buying Presents

Buying second hand gifts doesn't mean compromising on quality. Charity shops and car
boot sales often have great quality items, sometimes still in their original packaging.

If getting out to shops is difficult for you, try online marketplaces, like the Oxfam charity
shop. You can even find things for free on sites like Freegle, and local Facebook groups.

When your child wants expensive presents

Young children are often delighted by any present. But we know that as children get older,
they sometimes ask for very specific things for Christmas.

In this case, it can help to be open with your children about how much you can afford.

If your child has other people who want to buy them presents, make sure they know what
your child is asking for. Giving vouchers or money towards a bigger item might mean your
child can save up.

Affordable Christmas Food

If you can, making a meal plan and buying what you need in bulk can help you save costs.

Cheap Christmas recipes — Jack Monroe

You can also sign up to apps to find people giving away food that would otherwise go to
waste.

e Olio

e Too Good To Go

Report any concerns

If you suspect a child is being abused or is in danger of being abused, please contact a Designated
Safeguarding Lead, or any member of staff. You can also contact the Multi Agency Safeguarding Hub
(MASH) on: 01452 426565.

If a child is in immediate danger, call the Police immediately on 999.

Telephone: 01242 216180 Email: reception@belmont.sandmat.uk belmont.sandmat.uk



https://onlineshop.oxfam.org.uk/
https://onlineshop.oxfam.org.uk/
https://cookingonabootstrap.com/tag/christmas/
https://olioex.com/
https://toogoodtogo.co.uk/en-gb
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Events and Entertainment

Lots of communities have free children’s events, Christmas light switch-ons and parties.
Check out local newsletters, social media and noticeboards.

Getting Direct Help

It's not your fault that your energy bills are higher. It's not your fault that food and cloth-
ing costs more, or that wages and benefits aren't keeping up with rising costs.

If you need help, it's okay to ask for it.

Make sure you're getting all the benefits and support you're entitled to. Action for Chil-
dren’s article on coping with money worries has advice on finding direct support.

There are also charities and local groups who provide specific support around Christmas.
Keep an eye on local noticeboards and social media.

If you need further help or someone to talk to, contact our Family Support Worker, Zoe

Virgin through Class Dojo.

Report any concerns

If you suspect a child is being abused or is in danger of being abused, please contact a Designated
Safeguarding Lead, or any member of staff. You can also contact the Multi Agency Safeguarding Hub
(MASH) on: 01452 426565.

If a child is in immediate danger, call the Police immediately on 999.

Telephone: 01242 216180 Email: reception@belmont.sandmat.uk belmont.sandmat.uk



https://parents.actionforchildren.org.uk/parenting-relationships/coping-with-money-worries/
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YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice
and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most ;,r,:ffks
of the content on Google-owned YouTube is uploaded by .
individuals, but organisations and media companies also offer

What parens

-YOU

SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red) is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original contentand a
separate music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS

On YouTube, ‘challenge videos’ are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
ariver and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones.

National
Online
Safety

TURN ON‘RESTRICTED’ MODE
‘Restricted Mode' is an optional setting you can use to help
screen out potentially mature content you may prefer your

child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Mobile:

« Tap the three vertical
dots at the top-right on
the screen and press,
‘Settings.

« Click on‘Restricted
mode filtering.

« Press‘Restrict)

Desktop:

« Go to the bottom of any
YouTube page and switch
‘Restricted Mode'to ‘ON.

» To make it more difficult
for this to be turned off,
you will be given the
option to lock restricted
mode onto your browser.

Please note that you can't‘lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT

By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history ona
computer, on the right hand menu under the library
section, click ‘History. On mobiles, the viewing history can
be found by clicking on the‘Library’ tab.

X

some of their content via this platform.

SHARING VIDEOS

As well as watching videos, many children are keen to share their
own videos online, emulating their YouTube heroes, such as

Stampy or DanTDM. However, if they post something on YouTube,
they may later regret it or feel embarrassed about what they have

shared. There is also a risk that they will receive hurtful or
gative c garding not only their content, but also
their app e. YouTube’s ¢ section is inf; for
being one of the most opinionated on the Internet.

IN-APP MESSAGING

When your child is logged into their Google account and browsing

the YouTube website, they can share and talk about videos with
their friends using the chat bubble. This can be found at the top
right of the desktop site or through in-app messaging on their
mobile or tablet. When they tap on the ‘Friends’icon, they have a
list of suggested people from their contacts - which can be any
contact they’ve had on Google or somebody who has sent them
an invite link.

Top Tip

BLOCKING ACCOUNTS

When using YouTube, there may be instances where your child
receives negative comments. If somebody’s giving your child a
difficult time, here’s how to block them and prevent future
comments and replies:

« Go to their channel/account by clicking on their name.

« Click on‘About.

« Tap the dropdown box with an image of a flag on it. f
« Press‘Block user!

« Tap ‘Submit.

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way to truly know what your child may have been
watching is to regularly monitor them. You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it is important that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
the future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
Iearning modules on creating a YouTube channel, however,
you should encourage them not to use their real name.

*NEW FEATURES*

DIGITAL WELLBEING
YouTube has launched a tool called ‘Time Watched' that allows
you to see how long has been spent on the platform. Once you
have discovered how much time has been spent on the app,
there is the option to set a time limit. Once the limit is reached,
a reminder will pop up on the screen. You can also disable
sounds and vibrations to help resist the urge to check for
notifications.
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AGE-INAPPROPRIATE VIDEOS
As YouTube is the biggest video sharing website in the
world, there is content available for all ages, meaning that
some content will not be appropriate for your child. If you
think that content is itable, there is a fl; feature
to submit it for review by YouTube staff, but you will need to
be aware that just because video is not appropriate for a
younger audience, it may not violate YouTube's policies.
YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive content may still
slip through.
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OPT FOR A FAMILY PREMIUM PLAN
A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month,
it allows you to share a YouTube paid membership with up to
five other family members — aged 13 and older - living in the
same household. As the account holder, or family manager,
you must create a Google family account.

MANAGING IN-APP MESSAGES
If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x.

POPULAR YOUTUBE GAMERS
There are hundreds of YouTube accounts which show other
people playing and commenting on games. These are called
‘Let’s Play’ videos. While YouTube can be a great resource for
hints, tips and news for games, it is a good idea for parents
to keep a close eye on what YouTuber’s are posting. Often,
the games they are playing will contain strong language and
violence. A few examples of popular YouTube gamers for you
to have a look at are:
» PopularMMOs
« Captainsparklez
« Jacksepticeye
« LtCorbis
« DanTDM

» Stampy

« Yogscast Lewis & Simon
« PewDiePie

«» EthanGamer

« Markiplier

SOURCES: : https://www.thesun.co.uk/tech/670251 7/youlubeAporn—videos—voblox—sex—%ames—watch—online/, https://www.youtube.com/watch?v=x-frgntP96M, https//www.youtube.com/watch?v=L2xuy7hc-hc

http://www.dailymail.co.uk/news/article-5126833/Terrifying-truth-child-watches-YouTul
https://tocaboca.com/magazine/common-sense-media-youtube/, http:/familytech.com/so-your-kid-wants-to-start-their-own-youtu!

e html, https://www.todaysparent.com/family/crazy-youtube-challenges-kids-are-doing/, https://www.youtube.com/watch?v=4yek0Jb0sBg
ge—(hannel/, h!tps://www.lap(opmag.com?a

rticles/block-someone-youtube

https://www.youtube.com/intl/en-GB/yt/about/brand-resources/#logos-icons-colors, https://www.commonsensemedia.org/blog/popular-youtube-gamers-kids-cant-get-enough-ofStamp

© National Online Safety Ltd

This fs not a definifive guide. Please always check with the app's suppert information to ses if
your security and privacy concerns are addressed

www.nationalonlinesafety.com
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Although children of all often watch YouTube content directly vla the website or maln YouTube app, Rl'c}.%
YouTube Iisell states that the only place children should be watching Its videos Is In the YouTube Kids app.

8 things parens need o know abouL

YOUTUBE I(IDS
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CYBERBULLYING & GRIEFING
mudtiplayor

mode thesa Is a ve chat feature

VIRUSES & MALWARE
FROM MODS
filtering to block cut extarnal Baks and offensive

Thero are several wobsites that offer
language being shared, but varies botween oach downloadable ‘mods’ which modify
sarver, Griefing Is when someons

bm in a numbar of ways. Most of the mods
another player during the gamea. This can dohmbﬂu‘;.y.‘ MMM !
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DISABLE OR MODERATE CHAT

To avoid potantially inappropriate comments i a
ive chat, you can follow these staps to turn live

chat off: 1. Salact Options” 2. Toggle the Chat
button to Hidden” or Commands Only’. Bear In
mind that the chat feature Is also where your child
can eator commands during the game, so this may
restrict their game play.

MONITOR YOUTUBE TUTORIALS
Many Minecraft users turn to YouTube’ for video
tips on improving their game play and discovering

tutortal videos togather with your child. If your
child is under the age of 13, we suggest Installing
“YouTube Kids' which provides a safer platform for

children to safely find the contant they want.

Oy

THIS 15 AN INDEPENDENT ONLINE SAFETY GUIDE AND 15 NOT AN OFFICAL MINECRAFT PRODUCT THIS GRRDE HAS NOT BEEN APPROVED BY NOR 15 1T ASSOCIATED WITH MOIANG
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SCAN 'MODS’FOR MALWARE
Minecraft ‘'mods’add content to games to give
the way the
and foals. However, ‘mods’
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extra

to consider
‘mods’ could
nfoct their device with a vires or
malware. In 2017, security company Symantec
statad that betwesn 600,000 and 2.5 million
Minacraft players had mstalled m-ﬂcb
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an advertising botnet. install 2 malware scanner
on every device that your child Minecraft on
and make sure it's regularly

PLAY IN ‘CREATIVE’ OR
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CHOOSE SERVERS CMEFULLY

Your child can also create thelr own
sarver and share this with their friends, Is
safer and more controlied than joining &
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ROBLOX STUDIO
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amount of | ithey can comvert this to
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To withdraw money, users o be over
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UNLIST 50OCIAL MEDIA ACCOUNTS
Make sure your child's sodal media accounts
are ot listed n the settings/account
Information. If they are, advise them to set
them to private or remove them from thelr
account. This will ensure that nobody will be
able to find and contact tham on thelr sodal
media platfiorms outside of Roblox.

CHECK SHARED INFORMATION
In the account settings, check that your child
Is mot giving away any personal Information

in thair blo/profile. For axampla, their full

name, phone number or snapchat name.
you sea that they have, explain why this is

potentially dangensus and remaove
Immediately.

2=STEP VERIFICATION
Roblox has & great two-step vertfication
sacurity featune which wa recommend you
enable to add an extra lxyer of security to
your chilld's account.
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HA'U'E A(HAT ABOUT GFEIEFING'
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ar stealing something

Roblox |5 a free to play game, but thera are still

options 1o make tional In-game purchases.

if you do not want your child to make payments,
ensure your card ks not assoclated with their

account. If you are happy for your child to make
mpirrmuln the gama, butwalttumﬂﬂ’at
Wi SUggest uHng 3 games console
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amounts, which will mmm 1o Festrict how

much your child spends and removes the nesd
for a credit/debit card to be used with their

account.
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RESTRICT PAYMENT METHODS
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DISABLE IN-GAME CHAT
Robilox ks great for children to together and
chat to each ather, Ilnwuu:,plll'“,m want to
turn off I chat for your child
imeaning they cannot contact anyone, Induding
their friends) you can do 50 by following these
steps: When logged In, go to the Account
pgbrtjﬂl'gmme_;.umﬂﬁtmn
comer of the page, then dick Settings. Mext, didk
on the Privacy tab and under ‘Whao can chat with
mee In game? select ‘Mo one” and this will disable
In-game chat.

I15YOUR CHILD UNDER 137

your child to set up some rules/an
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under 13, for example having thelr posts and

chats ﬂtuudhrw content and i
! behaviour, soltis checking that your child

hias sat up thelr sccount with the comact age. You
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At National Onlise Safety we believs in smpowering parents, carers and trusted adutts with the isformation they need 1o hold an sformed corvenation about anline safuty with their childeun, should they
feel it is meeded. This guide focuses on one platform of many which we belleve trusted adults should be sware of, Please visit www,natiemalonlinesafety.com for further guides, Nints and tips for adults.

There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so popular
amongst young people? Fortnite is an online multiplayer "battle royale® game developed by Epic Games,
and is playable on Playstation 4, Xbox One, Nintendo Switch, PC and mobiles. It gained popularity in late

2017 and has since become the biggest game in the world, thanks to its rapid and engaging gameplay.
As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigllanl,
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as the safety is not water tight,

What paren(s need to know about

FORTNITE

BATTLE ROYALE

‘Esomurrs ADDICTIVE?

ming addiction

'BATTLE ROYALE

Battle pames have become very populas
Over the last couple of years, and most tend 1o
ﬂonuu%udh-w.ﬂhgwnun
munpmaml.ﬂ

for weapons and asmour and attespt 10
beat all the other players to be cromned victor at
the snd. i your've v seen the [
maovies, youl| have an idea of what this entalls.
~ Each game can take up to 20 minutes (assuming
hbﬂuﬂaﬂunhmmm
- ly once 100 free players have been found.

FREE TO PLAY...ORIS IT?
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OSSPLAY IS AVAILABLE

Oneof the wonderful things abosst Fortaie is that it
whpﬁn‘mﬂnﬂomﬂimmno
what platform a peeson plays on (PC,

4, Xbew Ove etc) they can ploy with
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To do this, an Epikc Games account must first be
created online twhich ks free) amd them linked with
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age-o not being w0 together
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Top Tips for [arents

GAMING WITH STRANGERS ,

Fortnite Battle Roya'e |s an ondine game, and as such,
there is a chance that young dwidren could come inte
contact mith strangers who are randomly placed Into
thelr groups in 2 game, It dIfiodt to precict what
another nmight say or aomua:mqwr\a,aod
aa for friends playing

The cnly real countarmaasiare to mteract |=

strangars offered by Fortnate is to turn off ol mic
comerunications, which can be done in the geme’y
settings. Using outsice chat apps, live Skype or Discord
while playmg. 5 & greet way to make sure you ow whe
you're 1a 10 and that nobody slve & Itenng in,

and that V- Buds
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SONAL UPDATES

Bwwry 10 weeks or 50 Fortnite s updased with &
new seasce. This essentlally adds new things
Wee skins and emotes 10 the game, whie also

- sometimes chai
merestng
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BUYING V-BUCKS

As mentoned, Fortnite does contam In-game
purchases and microtrassactions in the form of
V-Blucks which can be bought with real money.
you co decide to lat young one spend
maoney in the gama, Be sare to delete your card
wéormation

erwards o3 it can be very sssy to
purchase more Roms ot the press of a few
buttons, It's important 1o set & Bmit on any

LIMIT TIME, BUT BE FLEXIBLE

A geme of Fortnite can last wp to
20 minutes, 50 be Mesible when
s time to put it awary, The
approach of one more game’ as
opposed to 10 more m 4
will stop complaints thata
match is still ongoing. Better
still, play with your child and
take ®in turmy; that wey you're
utv control the time played

con keep an eye on what
they're sxperiercing.

surchases [y wd they are abschat wly not
wenssary 1o play the game) and a suggestion
wo\ldbo,uppm the s pendi u-&:duo-
this is the normal setall price of a game

TALKTO OTHER

PARENTS / CARERS

¥ yourre concerned about play thme or
spencing money 0 the game, talk to
other parents and casors of your childs
friands. if you approach as a collective, it
will be sasier 10 know whan their friemds
are onlne and you don't have to worry
about who they re playing with, It can
also help curb expectations om spending

CAN DEVELOP SOME
IMPORTANT SKILLS

It’s often overiooed just how good
?nmlno can be for young pecp
tnite encourages team play, mmh
ond compdex problem solving and
mmmwkomon that's net 10 mention
”lz-ln ng fast reflexes gamers can
While taking brewks to do
olbu -rtNh— Is of course bmportant,

money on battle passes and skins if yo

there arn beanefits to screen time which
stick togethes.

might not be immaedhately obwious.

~ TR T Ty v

eef our expert,
Mark Foster has worked In the gaming Industry for 5 years as a writer, editor
and presenter, Me ks the current gaming editor of two of the biggest gaming
news sites i the world, UNILAD Gaming and GAMMNGD ible, Starting gaming
from a young age with his siblings, he has 2 passion for understanding how
~ games and tech work, but more importantly, how te make them safe and fun,

PLAY THE GAME
YOURSELF

Thewe's no substitute for sitting down
and play mg the game you 10 learn
all about &, Fortnte is available for free
on almost anpthng you can imag ine,
even your smartphona, 5o there's never
a better tima to get invelved and
see what all the fuss is abost. You mever
know, you might even be able to impress
your <hildren when you show them your
impesssive Victery Royale tally!

hpe wawdheguerd an com garnea2) 1 Hime 7 fartnite Satthe wydle parents guids video gare arltisleyer ihaoter Yitpa Tw v papchgaidescontehavcrad- dacrden vides gene add clions
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Fortnita: Chapter 2 has finally landed! With a whole host of new in-game features induding a brand new map,
more water-based activities, upgraded character skins and a more streamlinad arsenal of weapons, this Fortnite
is promising to be the best yet. Almost all of the changes are cosmetic which means the concopt of the game
remains the samae, with players still aiming to be the last man standing. Players will no doubt find the game much
maore enjoyablo with so much more to explore. For parents and carars howeover, it pays to romain vigilant.

FREETOPLAY...ORISIT?

whie free thet

sy byl

1t does comme with the cavest that spemeding
Tthe shorns end ermotes

To do this, an Epic Sames sccount must Srst be
rested ardine tadich s b eel ard then Irvhod with
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WhatsApp is one of the most popular messaging appsin
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipientin
one-to-one chats, or all members if it is a group chat. Not
even WhatsApp can read them.
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AGE LIMIT CHANGE
Since May 2018, the minimum age for using WhatsApp is 16
years old if you live in the European Union, including the UK.
Prior to this, the minimum age was 13, which still applies for
the rest of the world. WhatsApp has not yet stated whether it
will take action against anyone aged between 13 and 16 who
already hold accounts undey the old teyrms and conditions,
such as closing their account or seeking parental permission.

SCAM MESSAGES
Occasionally on WhatsApp, people receive spam messages
from unauthorised third parties or from fraudsters
pretending to offer prizes to‘lucky people, encouraging
recipients to click on a link to win a prize. A common scam
involves messages warning recipients that their WhatsApp
subscription has vun out with the hope that people are
duped into providing their payment details. Other scam
messages include instructions to forward the message in

-

P
FAKE NEWS AND HOAXES
WhatsApp has been linked to enabling the spread of
dangerous viral rumours. In India, for example, a number of
attacks appear to have been sparked by false rumours shared
on WhatsApp.

THE‘ONLY ADMIN’ FEATURE
AND CYBERBULLYING

Cyberbullying is the act of sending threatening or taunting
text messages, voice messages, pictures and videos, with the
aim to hurt and humiliate the receiver. The group chat and
group video call features are great for multiple people to chat
simultaneously, but there is the potential for people to hurt
others with their comments or jokes. The’only admin’ feature
gives the admin of a group chat greater control over who can
send messages. Whilst this can be good for one-way
announcements, the group admin has the power to block
somebody from responding to an offensive message ina chat,

A
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CONNECTINGWITH STRANGERS
To start a chat in WhatsApp, you need to know the mobile
number of the contact you want to speak to and they also need
to have the app downloaded. WhatsApp can find contacts by
accessing the address book of a device and recognising which
of those contacts are using WhatsApp. If your child has shared
their mobile number with some- body they don't know, they can
use it to get in touch via WhatsApp.

LIVE LOCATION SHARING
WhatsApp’s‘Live Location’ feature enables users to share their
current location in real time to their contacts in a chat, allowing
friends to show their movements. The feature, which can be
found by pressing the “attach’ button, is described by WhatsApp
as a“simple and secure way to let people know where you are.”
Location-sharing is already a common feature on other social
apps, including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know they
are safe. However, if your child is in a group chat with people

~

\which could result in a child being upset and unable to veply.J&

they do not know, they will be exposing their location.

lsluvn for a reward or gift from WhatsApp or another pevson.)

National
Online
Safety

CREATE A SAFE PROFILE
Even though somebody would need your child’s phone number
to add them as a contact, as an extra security measure we
suggest altering their profile settings to control who can see
their profile photo and status. The options to choose from are
‘Everyone;’My Contacts’ and‘Nobody. We suggest selecting’My
Contacts’ or‘Nobody’ to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

If your child has received spam or offensive

messages, calls or attachments from a contact,
they should block them. Messages and status
updates sent by a blocked contact will not
show up on the phone and will stay
eli d. Blocking will not
remove this contact from the contact list -
they will need to be removed from the phone’s
address book. To block a contact, your child
needs to open the person’s chat stream and
tap on the settings.

lop Fgg
B

REPORT SCAM MESSAGES

Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child receives a message from an unknown number for the first
time, they will be given the option to report the number as
spam directly inside the chat. They can also report a contact or
agroup as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3) Scroll to the bottom and tap ‘Report Spam!

LEAVE A GROUP
If your child is part of a group chat that makes them feel
uncomfortable or has been added to a group they don't want to
be part of, use the group’s settings to show them how to leave.
If someone exits a group, the admin can add them back in once,
If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY
If your child needs to use theLive Locatiory feature to share
with you or a friend, advise them to only share it for the amount

of time they need to. WhatsApp gives the options of either 15

choose to stop sharing at any time.

© National Online Safety Lid

This is not a definitive guide. Please alwvays check with the app's support
your security and privacy concerns are addressed.

X

DELETE ACCIDENTAL
MESSAGES
If your child has sent a message to the wrong chat
or ifa message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on
the message, choose’Delete’ and then’Delete for
everyone!The app allows seven minutes to delete the
message after it has been sent, but itis important to
remember that recipients may have seen and screenshot a
message before it was deleted.

<

SET TIME LIMITS
A 2017 study found that by the age of 14 the average child
will have sent movre than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of
video chat. Although it is inevitable that your child will use
technology, you can still set boundaries. This is not easy,
especially since teens use their devices for both
schoolwork and free time, often simultaneously.

minutes, one hour or eight hours. However, your child can
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carers and trusted adults with the information they need to hold an informed comersation about online ety with
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Instagram ts an image and video sharing app that
allows users to share moments with the world. The app
has a live streaming feature and additional add-ons
such as ‘Boomerang.' ‘Hyperfapse’ and ‘Layout. which
can be used (o enhance their feed, Users can choose to
add filters and make adjustments, such as brightness
contrast 1o their photos. To make their content more

.

searchable, users can include hashtags in their uploads

1o make them sasier to nd

S

What parens need o know about

"INSTAGRAM -

RS

The live strenin feature on Inttagram allows irsery
1o connect with thels friends snd lollowers in
real-time. Fallowers can comment on the videa
duwring the broadcast (which can be turned off =
he settingsl i powr cvild has & grivate sccount,
onty their approved fullowers can sew thew wtary It
13 important 1o note that they still may have
Tliowers that they do net know. which means they
could be live streaming to ytrangers. A puhig
acznunt allows sybody ta vlew thewr 1tary, We
UGHest that yuyr (Sid goes through thels
follawers bst and blocks anyone they do net knew
An sddvtianal risk with llve streams i that your
child may da samething that they regret. This could
be captured try & viewer taking a screenshut and
1hen shared srvund the imtermet

IN-APP PAYMENTS

Instagram alipeny payments for producty directly
theough the apg I aperates under the Lame rules
s Focebook Pauyments which state that if you are
wnier the age of 1L pou can andy use this festure
with the imvolvemaent al » parent or guarsifian

% LIVESTREAMING TO
: STRANGE

DAMAGE TO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH

When peaple use Misrs on thesr photos on iny
1t cmnt sot wnrvalistic expectations and creste D‘:tbq
ol inadeguaiy a0 low sell esteem in (hikdren,
Chiddrwn may strvwe lor a comparatile niember of Tk’
o # realeticatly editod with the risd of drestically
Mwwnritng pour thikd's canfdence ne semis of wif warth

PHOTO / VIDEO SHARING

Poiting photos and videas 11 Imtagram @ biggest

sibadl unifarm, street nama. house and sven
in the location of the phots wlosded to nstagram can
wxpeve the (hild's location. making It sasy 10 locate
them |If thew sctoumt (s nut set to private, anyame an
sccens thelr account and see

LOCATION TAGGING
Pubiiic botatinns con be sdided 10« inary
photos/videss and also 1o their stesies. While thas may
sewm likw & good ides at the Umes. It Can sxposs the
tocation of your child, This is pacticularty more of a rish
# 1t in om thelr starg s i is resd time

REMOVE PAYMENT METHODS

o yvis aee heppry boe yroue (i bo bave p cord msirs et ot
w(N the's INTiag am SCDw we segyuit sdding 3 PIN
whAN sweds t0 he entere! Leture el ing & ReyThent, Thie
widl adve help pravent smaithorsed ot hoses They oo bie
sAded a tha papment 1etting: 1ah

RESTRICT MESSAGES

M poer c8abd s etzzwmt s et set L0 priate, anybody can
Mmeatage Thim and reply 1o thelr 1tosies If they 0 wish to
Soep Mhedr MTun el we (trangly recsmem end
thanging the message regly setlings 1o revtrxl wha cen
~2132QE Do

USE A PRIVATE ACCOUNT

Oy delait oy image 17 viden prwr chibd upleads vy
Imstagram b vinlile 3a anpens A prieete st st means et
poe haes Vs appsoee o rmquei| f sumetindy wants o Tolbow
yVu and ondy peugie el epPrcre wid see yow pusts et
wikemy
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FILTER INAPPROPRIATE COMMENTS

Mategrarm pnmmunced om 192 May (het they new hews an
0 Wty ng Aner on e spss This new faaer e
CRments FelMTING 15 & PETIET | S2PeaT M S W (Raracter e
weall as INraats b 4 porsen  welliaing o Sesith The fine
w3t alye dlert Inviag am ta repested protiessd se they Can
Wahe actiem sgaenst the wser i sacesinry Thee i an
setommatin B0 Bt 11 Lam b Yuriiad o Made siore thea
turned on Inthe ap@ s wetiings

TURN OFF SHARING
frwn hawgh tha leature wdl not vtep peopes fram tating
reenitaty @ mill o sehar) Lelng abie 2o directty Whave
photos and videos from a 1Hocy a3 & Mmetsage Lo another
waer This beature com be turned olf m the settings. We slso
recmmrenend turning o e Peaturs whad sutumatically
shares photns and vedent from o steey 1o o Fatsboek

@t pnst

HUACKED HASHTAGS

Lika Twitter, hathtags are also an extremely

prominent teol in Instagram and with that
comes dangern for your child. One on Mmay

e A sewmtingly innocent hashtag with one
particular thing in mind. and before you know it

hundreds af people coukd be wiing the same

hashtag for something insppropriste or
dangerowun that your child certainly shouwldn t be
oaposed to

INSTAGRAM TV

Invstagraem TV works similarty (o YouTube Users con
watch videos from thelr Lavousite sccosnts on the
platfarm, or areaste thew own (hannel and post thew
omn videas, Iy impartant to note that anryone cen
create thel own imtagram TV channet and you
e 1 Mave 1o be frivnds with o perion to fullow an
sccomnt and watch thew videos Ultimately, fasture
AW @NCOUAGING werrs ' apend mare thme on the
app, therefore 11Y Impoartant (o set time it and
wrvsure thes devicem are not disturbing theer seep
and parformance at school

. Top Tips for ParentSkJ #

A whaie schoal community apgproach to oniing safety
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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#WakeUpWednesday

@nlife Safety Ti TPS

[or@hildren
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1 KEEP YOUR PERSONAL 1 ACCEPT FRIEND REQUESTS FROM
INFORMATION PRIVATE ONLINE STRANGERS OR PEOPLE YOU DON'T KNOW

SPEND TOO MUCH TIME ON YOUR DEVICE

2 SPEAK POLITELY AND BE KIND TO OTHERS (]
WHEN YOU SPEAK TO THEM ONLINE

BULLIES OR PEOPLE WHO SEND YOU
3 TELL A TRUSTED ADULT IF YOU NASTY MESSAGES

ARE BEING BULLIED ONLINE

COPY PEOPLE'S WORK ONLINE [BY0Y BY 0scap

4 USE PASSWORDS TO PROTECT OR PRETEND IT IS YOURS

YOUR PERSONAL INFORMATION ¥ ,*
BEMEAN OR NASTYONLNE &3

oS

5 ALWAYS CHECK WITH A TRUSTED 7L
ADULT FIRST BEFORE USING A DEVICE

0/ DOWNLOAD’NG A NEW APP | USE YOUR DEVICES CLOSE T BEDTIME ©

6 TELL A TRUSTED ADULT IF YOU SEE K“é
SOMETHING ONLINE WHICH YOU DONTLIKE 7 SHARE PERSONAL INFORMATION ON
| | ‘ e THE INTERNET WITH STRANGERS

7 USE THE INTERNET TO HAVE FUN @
AND TO HELP YOU FIND OUT
INFORMATION ABOUT THINGS 6 S ‘.

s O e
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(Iggfiigg G questions to help you start a conversation

Safety with your child about online safety
[

HWakeUpWednesday Q

Which apps/games are you
using at the moment?

» @
o “ THIS WILL GIVE YOU A GOOD OVERYIEW OF THE TYPES OF THINGS YOUR CHILDREN
' . ARE DOING ON THEIR DEVICES, ALONG WITH THEIR INTERESTS. REMEMBER THAT
. @ THEY MIGHT NOT TELL YOU EVERYTHING THEY ARE USING, SO IT IS A GOOD IDEA
TO ASH THEM TO SHOW YOU THEIR DEVICE BECAUSE NEW APPS AND GAMES ARE
RELEASED REGULARLY, IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN TO
ENSURE YOU ARE UP TO DATE WITH WHAT THEY ARE DOING.

Which websites do you L z

enjoy using and why?
[

AS IN THE TIP ABOVE, ASHING THIS DUESTIDN WILL ALLOW YOU TO FIND OUT WHAT YOUR
CHILD IS DDIND DNLIN OW THEY US E POSITIVE CDNVERSATIDNS ABOUT THEIR DNLINE
THEY CAN USE THEM IN A POSITIVE WAY ALSD ASHING THEM TD SHDW YDU IF PDSSIBLE

... How does this gamelapp work? |
o\ 22 Ng I play?

0@
([
SHOW A GENUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAHE OR USING AN
APP WITH THEM, IT MIGHT HIGHLIGHT SOMETHING THAT THEY DON'T NECESSARILY THINH IS A
DANGER TO THEM. IF THEY ACT LIKE TNEE&O_HJ"W TO SHARE THEIR ACTIVITIES WITH YOU,

CHILDREN CAN FD%:&S&T{‘{]EDI;‘ELII.ATIDNSIII_IPS WITH PEOPLE DNLINE AND THIS HAS BECDME

UNDERSTAND THE DIFFERENCE BETWEEN A FRIEND AND A STRANGER. YDU CDULD MAHE THE

DUESTIDN MDRE SPECIFIC TD YDUR CHILD FDR EXAMPLE: "HAVE YOU MET ANYONE ONLINE

THAT YOU LIKE TO PLAY GAMES WITH?" THEY MAY NOT WANT TO SHARE THIS INFORMATION
W TH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS.

s 19 Do you know where to go for help? L

© \ S
@ i ’. ALTHUUGH YOU MAY BE THE ADULT THEY TRUST THE MOST, SOME CHILDREN STRUGGLE TO TALK

ABOUT WHAT HAPPENS ONLINE DUE TO CONFUSION OR EMBARRASSMENT. BECAUSE OF THIS THEY

MAY STRUGGLE TO APPROACH THE NORMAL PEOPLE WHO WOULD HELP, SUCH AS YOURSELF OR A

~ TEACHER. HAVE A CHAT TO YOUR CHILD ABOUT EXACTLY WHERE THEY CAN GO FOR HELP, AND HOW
THEY CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS INAPPROPRIATE ONLINE.

Childline,
08

Do you know what your

personal information ls7 I 0 6

YOUR CHILD MAY ALREADY HNOW WHAT THEIR PERSONAL INFORMATION IS BUT
THEY MIGHT NDT THINH ABDUT HDW IT I:AN BE SHARED HAVE A CONVERSATION
L INFORM FFECT THEM IF IT IS
SHARED BEYDND THE INTENDED RECIPIENT IT IS IMPDRTANT THAT YDUR CHILD
UNDERSTANDS THE DANGERS OF SHARING CONTACT DETAILS OR P S, AS
INFDRMATIDN SUCH AS THIS CAN SPREAD QUICKLY DNLINE

Do you know your limits?

CHILDREN MAY NOT UNDERSTAND THE NEGATIVE IMPACTS OF DEVICE OR GAME ADDICTION. TALH
TO THEM OPENLY ABOUT HEALTHY HABITS AND ASH WHETHER OR NOT THEM SPENDING TIME
ONLINE OR PLAYING A GAME IS AFFECTING THEIR SLEEP, PERFORMANCE AT SCHOOL OR IF THEY
ARE GENERALLY LOSING INTEREST IN OTHER ACTIVITIES. YOU MAY LEAD ON TO ENCOURAGING
ALTERNATIVE ACTIVITIES AND DISCUSSING THE INTRODUCTION OF TIME LIMITS WHEN AT HOME.
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